EEEEEEEEEE

4th AML Directive —
Update and Impact on
Irish Financial
Services & Fintech

Tuesday 19t July 2016
Peter Oakes

© Peter Oakes www.peteroakes.com / hello@peteroakes.com / ph +353 1 639 2971




INDEPEMDENT DIRCSTOR / GOVERMANCE ADVISCR / BUSINCSS &

Peter Oakes

» Executive and non-executive director and advisory committee member to
regulated and unregulated companies, including Fintech, RegTech, MiFID and
Funds. Panel Member, Fintech20 Ireland

» Solicitor admitted in Ireland, the United Kingdom and Australia

» Founder of Fintech Ireland & Fintech UK (RegTech Ireland & Regtech UK). These
groups support ‘fintech’ & ‘regtech’ initiatives in Ireland & the UK

o 2014-2016: Board Director & Chief Risk Officer for Bank of America Merchant
Services Europe (based in London)

e 2010-2013: Central Bank'’s first Director of Enforcement and AML/CTF
Supervision in October 2010. Member of the Senior Leadership, Operations,
Policy & Supervisory Risk Committees

» Over the past 25 years Peter has worked as a regulator (Ireland, UK & Australia)
and in the investment management, payments, funds & fintech industries (UK &
Ireland) in Board, C-Suite, Legal and Compliance/Risk roles. He has also
advised Central Banks, Regulators and their senior management on a wide range
of supervisory and enforcement issues
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INDEPEMDENT DIRCSTOR / GOVERMANCE ADVISCR / BUSINCSS &
RESULATORY STRATEGIST

www.peteroakes.com

We cover, across a
range of financial
services, including
AML/CTF &
Sanctions:

» Advisory

» Representation
e Training

» Resources

e Director Services
* News

» Mailing List

HOME DIRECTOR SERVICES ADVIZORY REPRESENTATION TRAINING EVENTS RESOURCES MEDIA ABOUT US

Strategy
Governance
Risk

Compliance

IRELAND CHAPTER Tuesday 19 July 2016: 4th AML Directive - Update and impact on Irish Financial Services & Fintech
» This is by imvitation only. Invitations will be issued to persons on our mailing list
» (o to our Training Events page for more information

» Thank you to CPL Resources plc for sponsoring this event and thank you to ACAMS (Irish Chapter) for
distributing details to their members

HACAMS =

CPI_@ the best people for the job

JOIN OUR MAILING LIST HERE
Welcome to Peter Oakes (follow us @oakeslaw and @fintechireland).

We established this business as Ireland’s only advisory, representation, director senvices and training firm owned and operated by a former
Director of the Central Bank of Ireland. Peter Oakes's international regulatory experience indudes employment with the UK Finandial Services
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INDEPEMDENT DIRCSTOR / GOVERMANCE ADVISCR / BUSINCSS &
REGULATORY STRATEGIST

www.fintechireland.com

e News
e Brexit
e Events

o ( ; et I I lVO Ive d www fintechireland.ie): leading the promotion, support & fadilitation of the #

» Mailing List

HOME

NEWS BREXTT & IRELAND EVENTS ABOLT GET INVOLVED

Join hundreds of others who subscribe to our Fintedh Treland email
list for news, events & info - dick here

Fintech Ireland: Your #intech hame and independent voice in #Ireland:

¥
f] n te C h representing fintac and #regtech in Ireland and for Ireland abroad.
IRELAND

Great! You have found Fintedh Ireland (www.fintechireland.com and

fintech scene.

Fintech20 Ireland: Together with Simon Cocking of Irish Tech News, we led the formation of
The Fintech20 Ireland Panel to build upon the work of the The Fintech 5C to source Trish fintech
firms for this excallent initiative.

Our LinkedIN Fintech Ireland Group: After you have cornectad with Peter Oakes an
LinkedIN (at www.inkedin.com/in/petaroakes), feel frez to request membership of our Ainfech
Ireland LinkedIN Groupwww.linkadin.com/groups/8321352. We would love to see you there.

Fintech Ireland Fintech Companies Map: Versicn 0.4.1 June 2016 issued by SuperGinger
Dave (Dave Arderson) to refiedt small edit only. No changes to names of fintech companies
referanced in version 0.4 May 2016. Current Map - click here. For more detail on Dava's work on
the Map - click here

‘0 advance Ireland's unique ability, and leverage its capadty, fo
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FinTech Ireland
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Ifyou're a #Fcrowdfunding, #P2P lending
platfcrmin Ireland {Narth or Republic) gat
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Thanks

CPL Resources CPI.C the best people for the job

ACAMS

IRELAND CHAPTER

A

P
Please visit ACAMS for more -
info on support for financial I IACAMS'I;‘f:j:%-;}jﬁ{éf?!-i“é-?-'?'-i
crime professionals.
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Outline — 4AMLD impact on ...

* Board and Senior Management Responsibility
* Supervision and Enforcement

* Policies & Procedures

* Risk Assessments

* Customer Due Diligence

* Beneficial Ownership

* Politically Exposed Persons

* Suspicious Activity Reports

* Record Keeping

* Correspondent Relationship

* Financial Intelligence Units

* Home and Host Responsibllities
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DENT DiRceTOR CR A
RESULATORY STRATEGIST

4AMLD — 20 May 2015

MCE ADVISCR SINESS &

» Note the Date

5.6.2015 Official Journal of the European Union L 141/73

DIRECTIVES

DIRECTIVE (EU) 2015/849 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on the prevention of the use of the financial system for the purposes of money laundering or

terrorist financing, amending Regulation (EU) No 648/2012 of the European Parliament and of the

Council, and repealing Directive 2005/60/EC of the European Parliament and of the Council and
Commission Directive 2006/70/EC

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
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AAML D

69 Articles & 4 Annexures in Directive 2015/849

Together with Regulation 2015/847 forms the
AML Package

Also need to take into account:
- GDPR

> 2009/101/EC (protection of interests of members &
third parties)

- Specific sector requirements, e.g. PSD 1 & 2, E-
money, MIFID, Insurance, Banking etc

Transposition Date = 26 June 2017
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" 4AMLD Overview (1/6)

» Risk Assessment: Each Member State
to produce a NRA every two years.
Ensuring effective management and
identification of ML & TF risks. Obliged
entities must take NRA into account for
their own AML risk assessments

o Written Risk Assessment: Firms to
identify and assess the risks of ML & TF
and document methodology. Be kept up-
to-date too. [easy target for regulators]

© Peter Oakes www.peteroakes.com / hello@peteroakes.com / ph +353 1 639 2971




PETER OAKES

" 4AMLD Overview (2/6)

e Home and Host Responsibllities:
Branches & subsidiaries operating in
other Member States to ensure that
those establishments respect the Home
Member State requirements

o Simplified Due Diligence: Automatic
entitlement to apply SDD for specific
customers is removed. Now need to
determine (via demonstrable evidence)
level of risk posed by a customer prior to
applying SDD [easy target for regulators]
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" 4AMLD Overview (3/6)

e Third Country Equivalence Regime: End
to list of ‘equivalent jurisdictions’ and EC
will instead identify high risk non-EU
countries with strategic deficiencies In
AML/CTF standards. Must apply EDD
when dealing with entities/persons
established in those countries [easy target
for regulators]

» Beneficial Ownership: Member States to
create a directory of the beneficial owners
of corporate entities incorporated in their
countries.

- Not applicable to trusts [but note Proposals]
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" 4AMLD Overview (4/6)

» Politically Exposed Persons: now means persons
entrusted with a prominent public position
domestically and domestic PEPs working for
International organisations.

- and EDD [as per Art 22] to be applied for at least 12
months after person ceases to be a PEP [easy target
for regulators]

e High Value Dealers: €10,000 is the new reduced
threshold for making and receiving cash
payments

o Gambling: The 4MLD now covers all gambling
services and not just casinos
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4AI\/I LD Overview (5/6)

e Suspicious Activity Reports: In addition to
reporting any suspicious transactions, must
also report attempted transactions [easy
target for regulators]

« Correspondent Relationship: Now captures
all relationships between two financial or
credit institutions

» Record Keeping: General Rule - Keep client
Information for period of 5 years after the end
of the business relationship with the client
[easy target for regulators]
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" 4AMLD Overview (6/6)

o Tax Crimes: These are made
predicate offences for purposes of
money laundering

* FIUs: Their powers are strengthened.
Members States to ensure that FIUs
cooperate with each other across
borders
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RESULATORY STRATEGIST

Proposals made by the
European Commission on 5
July 2016 impacting upon
4AMLD
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" Health Warning!

» Important — need to read the Proposal
along side the 4" AML Directive

» The slides In this presentation are a
summary and not inclusive of all
proposals or impact on 4" Directive
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Proposal of series of measures

 On 5 July 2016
certain Proposal
Issued by EC

» Proposal calls for
transposition date of
1 January 2017

» Assume most people
have reviewed
4AMLD noting
release date 20 May
2015
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M“Why the July 2016 Proposal?

» The Proposal is aimed at enforcing the
Action Plan for strengthening the
combating of terrorist financing

o Wil it be transposed into Irish & other
Member States law for 1 January
20177
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Headline proposed amendments

o Transposition date =1 January 2017.
» Ultimate beneficial owner information transparency
» Enhancing powers and cooperation of EU FIUs

» Harmonising EU approach towards high-risk third
countries

» For fintech (and others):

- need to address and respond to ML/TF risks inherent in
innovative and new payments technologies

o bringing under the Directive as ‘obliged entities’:

persons who engage in exchange services between virtual & fiat
currencies

wallet providers offering custodial services of credentials
necessary to access virtual currencies
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~ Virtual / Digital Currencies
Headlines

Dublin pair plead guilty to selling drugs on ‘dark net’

Bitcoin trader and film technician charged with possessing drugs worth €143,000

@ Fri, Dec 18, 2015, 15:54

. Abitcoin trader and a film technician were involved in an online global operation described as “a new era in drug

dealing”, a court has heard.

Federal Agents Face Arrest for Alleged
Silk Road Bitcoin Theft

Pete Rizzo (@pete_rizzo_) | Published on March 30, 2015 at 17:52 BST NEWS

Two federal agents who took part in the US government's efforts to take down illicit online black
market Silk Road have been charged with fraud for allegedly misusing funds denominated in
bitcoin while on assignment.
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~Virtual / Digital Currencies
Headlines

Mt. Gox ex-CEOQO pays close to $100K in bail to
walk out of Tokyo jail

July 18, 2016
0 Coments
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cintach (1/ 2)

o EC has travelled fast

e It Is focussed on ensuring firms involved
IN new payments and currencies are
brought swiftly into the fold, I.e.

> understanding risks linked to new payment
technologies

> making then subject to performing risk
assessments, CDD (and on-going CDD),
policies & procedures, training and reporting
of suspicious transactions
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cintach (2/ 2)

o limiting use of anonymous pre-paid cards by
lowering identification thresholds to €150
from €250 and move away from CDD
exemption under 4AMLD for online use of
prepaid cards

> however the Proposals noted that closed
loop cards remain outside scope of 4AMLD
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4AMLD

3 July 2016 Eurcpean Commission Propaosals on 4™ AMLD 2017248

DIRECTIVE (EL) 2015/845 OF THE EURDPEAN PARLIAMENT AND OF THE COUNCIL

of 20 May 2015
w:mmm U6 of I Anancial aystem for Ms purpoess of money Isundsring or
[EU} Ho mmmzutuﬂmmmmm

mwmmmumm he Eurcpsan Parllameant and of e Council
and Commission Dirsctive 2006TWEC

[Text with EEA relavancs)
THE EURCPEAN PARLIAMENT AND THE COUNCIL OF THE BUROPEAN UINION,
Hawing regand o e Trealy on the Funcioning of the Euppsan Union, and In parbcular Aricke 114
e,

Hawing regard to the proposal from e European Commission,
NS tTEANEMISSION Of e Oraf egiEttva 3ot 1o Me natanal paraments,

Hawing regard {o the opénion of the Buropean Central Bank ('L
Hawing regard to the opinion of the Ewopean Sconomic and Social Commitiee (1,

Acting In accordance wih the ordinary legstative proceture (),
WWheraas:

{1)Fiows of Hict mcney can the Integetty, stality and Feputation of the financlal secior, and

reten the el market of e Union 38 Wk 3 | development. Money Eundesing,

famorism financing and organissd crime remain sigrificant problems which snould be addressed at

Union leved. in aodiion to further developing Me ciminal law approach at Union evel, Ergeted and

Wmmcﬂmﬂum1m5ﬁmmm of morey [aundanng
teTorist inancing ks Indlispensabie and can poduce TRSURS.

{2e saundness, Itegriy and siacity of creck Instiutons and fnancal Instulons, 3nd canfidence
In the fancial syst=m as 3 whole could be Jeopardised by the efforis o criminals and
elr associates 10 disguise the origin of criminal procesats o to channed [whd o Iiigt money for
$ITDNS! PUITOSEE. IN Oer 10 S3EIRItE el CRMINal AdIVes, MAaney IANGEEs and SNancers of

mﬂmﬂ\gmmwxmmmmmmmmmmm@
soclety from orime and probacsng e siablity and Inegrity of e Unior's financial system should
e balanced against the need 0 create a raguisory environment at aliows. companies 1o
mwmgmmmgmmmwmm T
.a.mumwnmmnmmmmmymmum
S1ADVEEL [*) defined money laundening In s2mms mmmmlmmm
soidly 00 the fnancial sacior. Difectve SDO1/GFEC of the European Parfament and of the
mmﬁemmmmumwumrﬁcmmmummmMaum
of professions and acthities covered. In June 2003, Te Finanda Action Task
meaﬁ;mmnmmmmmmmmmummmm
In relation to customer ldentfication and wertication, the sfuations where a higher
sk of money launderng of temodst 1 enhanced measures and also the
SMLGEEONS Whane 3 reduced nsk may justty %% changes were reflected in
mmcammpmmmammm. yand In Commission
Directive 200670/EC (7
(4meylmaﬂmmmaemmmmhmﬂmm
at national or even & Union level, withoul taking Ino account
Immmmuwmmmmummmwm%m_
mmmmmmm
acTons undertaken In Intemational Tor. Unlon action should continue fo (ke parscular accou of
e FATF Recommendations and Insfruments of oihes Intematonal bodies active i the fight
‘agalnst money laundering and beronst fnancing. YWIth @ view to reirforcing e &Meacy of the fight

4th Dirsctive Word (with Commission’s proposals 20160703) 1/vs

Proposed Amendments to

3 July 2015 Eurgpean Commission Proposals on 4™ AMLD 2013/245

Each Member State chall requine that trustees of any express trust sdminissened in thot Member
Sazte obtain and hold adequate, sccurate and up-to-date information on beneficial ownership
reszarding the trust. That information shall include the identity of:

(=) the sexior;

b} the tructes;

{c} the: prodector (iF anyl;

[} the benefidaries or class of beneficiaries;

|&] any other naturs] parson exendsing effective control of the trust.”;

2. Member Staes shall encare thal trusises disciose thelr slats and provide the Information

mmunm1mwmmnaimwm 3 3 fustes, the trustas fomes
a business oF Camies DU an oocasional fransaction above the hreshioids 522 out In points

gbuqc.umun:]u 1"

3 mmmmmmmnmmmnwtcmmmna

tim=y manner by competent authoriies and Flls.

"3z The information referred to in paragraph 1 shall be held in 2 central register set up by the
Member State where the trust is administered.”;

"4. Mermber Sates shall ensure that the information held in the register referred toin
paragraph 3a is accessible in 3 timely and unrestricked manner by competent authorities and
Fls, withowt alerting the parties to the trust concerned. They shall aizo ensure that obliged
entities are allowed timely sccess to that information, pursuant to the provisions on customer
due diligence lzid down in Chapter Il. Member States shall notfy to the Commission the
characteristics of those mechanisms.

Competent authorities gramted access to the central register referred to in paragraph 3 shall be
those public authorities with designated responsibifities for combating money aundering or
terrovist fincncing, including. t=x authorities and suthorties that howe the function of
imeestigating or prosecuting money lsundering,. assodsted predicate offences and financing and
ing or freezing and confisceting criminal assets.";

"4z The information held in the register referred to in parsgraph 3= of this Artide with respect
o any other trusts than these referred to in Artide 7b (b)) of Directive (EC) 2009/101 shall be
aocessible to any person or organisation that can demonstrate 3 legitimate inberest.

The information acoessble to persons and organisations that can demonstrase @ legitimate
imterest shall consist of the name, the momth znd year of birth, the nationzfity znd the country
of residence of the bereficizl owner 2z defined in Article 3{6){b)

£b. Whenever entering into a new custorner relationship with & trust or other legal srmangement
subject to registration of beneficial ownership information pursuant to peragraph 3z, the
obliged entities chall collect proof of registration whenever applicable.”;

5. Member Stzies shall reguire that the information held In the cenfral register refered o In
paragraph 4 I adequats, aceraie and up-io-date.

4th Directive Word |with Commission’s propozals 20160703 ) 2B/55
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Proposals (1/2)

* Article 2 - obliged entities (note virtual currencies
& custodial services necessary to access VCSs)

» Art 3 - definitions (note virtual currencies)
e Art 12 & 13 - CDD

» Art 14 - CDD to existing customers

» Art 18 - ECDD

o Art 27 - reliance on 3" parties

e Art 30 - central register (timely & unrestricted
access by NCAs & FIUs) plus other requirements
regarding beneficial ownership

o Art 31- disclosures around trust structures &
others

© Peter Oakes www.peteroakes.com / hello@peteroakes.com / ph +353 1 639 2971




PETER OAKES

Proposals (2/2)

» Art 32 & 33 - reporting obligations
» Art 30 - prohibition of disclosure

o Art 40 - Data Protection, Record-Retention &
Statistical Data

e Art 47 - Supervision (note virtual currencies)
» Art 49 - National Cooperation
» Art 50 - Cooperation with ESAs

o Art 53-57 - Cooperation between FlUs & with
Commission

» Art 66 & 67 - transposition date 1 January
2017 (note the proposed transposition date —
likely or not?)
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~Centralised Information Systems
— banking / payment accounts

» Proposals require Member States to
set-up centralised information systems
on banking / payment accounts

> to give faster access to FIUs to
Information on the identity of holders of
bank and payment accounts

> Question: Will we see a centralised bank
and payment account register or other
centralised mechanisms such as data
retrieval systems in Ireland?
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Information

» Proposed that FIUs have the power to
request any information from obliged
entities without the need for a
suspicious activity report
> [reland Is probably covered here already

to a large extent
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~Harmonisation of EU approach -
high-risk third countries

e Proposal sets out a minimum set of
enhanced customer due diligence measures
to be applied. This is consistent with latest
FATF standards and limiting risk of regulatory
arbitrage

o Art 18a lists additional steps to be performed:
> Information checks on customers

Intended nature of business relationship

obtaining information source of funds or wealth

enhanced transaction monitoring ,and

systematic approval of senior management

o

o

o

o
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Panama Papers

19/07/2016 Panama Papers: Argentina probes ties between ex-presidents, Miami real estate empire | Miami Herald

REALESTATENEWS  JULY 16,2016 11:11 AM

Argentina probes ties between ex-presidents,
Miami real estate empire

HIGHLIGHTS
A top aide to Néstor Kirchner shows up in Panama Papers

The aide is linked to $65 million in condos and commercial properties

Argentine prosecutor suspects it's part of major money-laundering ring
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~ Transparency of UBO
iInformation — 1/3 (legal entities)

 Member States must hold information on
the beneficial owners of all corporate and
other legal entities incorporated within
their territory in a national central register

o Competent authorities and obliged
entities to have access to the register
together with any person demonstrating
“a legitimate interest” — NB: the Proposal
changes this.
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- Transparency of UBO
iInformation — 2/3 (legal entities)

» Upshot of Proposal and Directive
2009/101/EC (disclosure of company
documents)

> public disclosure of information on beneficial
owners of firms and legal entities engaging In
profit making activities.

> Information disclosed will consist of:
name
month and year of birth
nationality and the country of residence
of the beneficial owner
And nature and extent of beneficial interest held.

Proposal requires that this information be disclosed
through the national central registers set by 4AMLD
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~Transparency of UBO
iInformation — 3/3 (trusts)

e The previous two slides deal with disclosure of UBO
iInformation in the case of profit making entities

» For other types of structures e.qg. trusts utilised for
family offices and chatrities, the Proposal provides for
iInformation to be accessible to persons/ organisations
that can demonstrate a “legitimate interest”.

o If this can be demonstrated the information will consist
of:

° name
> the month and year of birth
- the nationality and the country of residence
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~ Lowering of beneficial owner
iIdentification - 10%

» Where an entity presents a specific risk of
money laundering or tax avoidance, the
threshold triggering beneficial owner
identification drops from 25% to 10%

» This information will also need to be reported
to the central registers

» There are additional responsibilities here for
‘obliged entitles’ under Directive 2011/ 16/
EU (administrative cooperation on taxation).
This implements the OECD’s Common
Reporting Standard CR5 Directive
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~ When will the Proposals be
considered?

 Proposals must go before European
Parliament and the Council of Ministers

o Summer lull

> Council and Parliament went on recess 2
days after the Proposals were made public
(l.e. 7 July)

> return second week September
- debate the Proposals — when? October?

o what does this mean for the likelihood of a 1
January 2017 transposition (and indeed
before 26 June 2017)?
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~Future of Finserv & Fintech —
tools to help compliance

INTERVIEWS & FEATURES

revoly

0: How Is the fintech industry
performing in Ireland? data ar
A: Fintech is a bit of a catch word right to this|
n now. Some think that this industry as Cog|
I : ; was born yesterday. However, Ireland insura
. I I ‘ E has long been the home for many : and m
I rV technaology firms servicing financial I manag

FinTech
Reqgulation

services since the start of the IFSC.

0: What is driving this evolution?
Az As technology has enabled greater
interaction. many of the tech picneers
turned their attention to financial
services, such as payments and
mutual funds. Jump forward

to today and we are creating a
dynamic fintech ecosystem,
deeper and wider than the
pioneers may have ever

0: What are the key trends and 04
investments taking place in the o 5g
fintech industry in Ireland? servic

Az In Ireland, like elsewhere around the

world, everyone is doing their own thing quarte|

but they are generally pulling in the H jumpe

. e e C ‘ tion - fron the g Feter Dakes, founder, Fintech ireland L55bn

incubators, accelerators and support e InEeTo

groups like Fintech Ireland. 1 yol

It is great to see Ireland make a Slripe

staternent of commitment to fintech FINTECH having

in the IF52020 Strategy. It's difficult to then y

et any accurate figures for investment TIMES that it
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PETER OAKES

» If you need help with financial services
regulation including AML/CFT get In
contact with Peter Oakes at

> Advisory

- Representation — before regulators on
supervisory & enforcement matters

> Training
o Resources
o Director Services
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PETER OAKES

Thank you

Contact Peter Oakes to discuss non-executive director
& consulting services for regulated financial entitles,
fintech & other innovative companies
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